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ÁSingular authority
ÁAuthority refers to client that is in charge of state 

changes on an object
ǐIf multiple clients try to change state on the same 

object, they will eventually be in inconsistent states

ǐTwo players try to take a dropped weapon, at the same 
time and both end up getting it

ÁMultiple clients can request changes to state, but 
only one client can actually make those changes
ǐMultiple players can damage a car, but only one player 

will change its health



ÁChoosing an Authority

ÁHow to get clients to agree on who is to be authority 
of an object

ÁDetect that we need to choose a new authority 
because 

ǐAuthority not yet chosen

ǐCurrent authority is unresponsive (lag, unclean disconnect)

ǐCurrent authority has disconnected

ÁHaving clients negotiate amongst themselves is time-
consuming and often unreliable



ÁLate-Join

ÁClient is joining a game in-progress and needs to 
have their state brought up-to-date

ÁWho sends updates incoming client; basically, 
who has the authoritative game state

ÁChoosing one client has problems

ǐBandwidth strain on chosen client

ǐWhat if the chosen client lags out?
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ÁServer to Make Decisions

ÁClient always has connection to server ɀif client 
looses server connection, then the client gets 
kicked out of the gam

ÁChooses the authority of objects

ÁHas the authoritative (most up-to-date) game 
state

ǐLate-joining clients can ask server for game state update



ÁDifferences from a Traditional Server
ÁDoes not run game-specific logic

ÁMaintains a list of clients to pick authority from

ÁDatabase of objects, but does not know what those 
objects are
ǐEach object is just a collection of data

ǐ#ÈÁÎÇÅÓ ÔÏ ÁÎ ÏÂÊÅÃÔȭÓ ÄÁÔÁ ÁÒÅ ÒÏÕÔÅÄ ÔÈÒÏÕÇÈ ÔÈÅ ÓÅÒÖÅÒ 
first so it has authoritative game state

ǐData changes are then forwarded to clients ɀup to the client 
to make sense of data changes

ÁData changes are done through messages



Á Motivation
Á Challenges

Á Solution
Á Architecture
Á Objects

Á Authority
Á Synchronizing Changes
Á Updates

Á Events and Responses

Á Client API



ÁClient vs. Server Representation

ÁClient has familiar view of object (e.g. an update 
class)

ÁSubset of object data is synced ɀthese are called 
synced fields

ǐEach field of an object has its own id

ǐNot all fields need to be synced ɀonly things that when 
changed, other clients need to know about (position, 
health)

ÁServer only knows about synced fields



ÁClient vs. Server Representation

Server

Object 1

Field 0: 0x42C80000

Field 1: 0x0001

Client

Object 1

// Registered as synced field 0

f32 m_health = 100.0f;

// Non - synced field

f32 m_scale = 1.0f;

// Registered as synced field 1

u16 m_state = 1;



ÁEach object is referenced by a unique object id that is 
known to the server and each client
ÁFor example, the same pickup pad on a level will have the 

same object id on each client
ÁAssigning object ids
ÁFor static objects, they can be assigned ahead of time ɀall 

pick up pads are loaded in the same order on all clients.
ǐPickup pad 1 gets id 1, pad 2 gets id 2, etc.

ÁFor dynamic objects like spawned mobys, server has 
object creation functionality
ǐCan ask server to assign an id for an object within a given range



ÁChanging object data

Server

Object 1

Field 0: 0x42C80000

Field 1: 0x0001

Client

Object 1

// Registered as synced field 0

f32 m_health = 100.0f;

// Non - synced field

f32 m_scale = 1.0f;

// Registered as synced field 1

u16 m_state = 1;

Change Health 

to 100

Change Object 1, Field 0 to 

0x42C8000
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ÁRefers to the client that the server has chosen 
to make state changes about an object
ÁTwo types of authority, defaultand 

permanent



ÁDefault authority

ÁAuthority can migrate from one client to another

ÁWhen migration occurs

ǐObject does not have an authority yet

ǐCurrent authority is unresponsive or has disconnected

Á! ÃÌÉÅÎÔ ËÎÏ×Ó ×ÈÅÔÈÅÒ ÏÒ ÎÏÔ ÉÔȭÓ ÔÈÅ ÁÕÔÈÏÒÉÔÙ ÏÆ 
an object

ÁCannot reliably know who the authority is if it is 
another client



ÁPermanent authority

ÁOnce authority client is chosen, it does not 
change

ÁIf authority client disconnects, object is deleted

ÁCommonly used for player-owned objects 
(deployable turrets, stat objects)



ÁAuthority groups
ÁEach object is part of a group and has a group id
ÁA group can have multiple objects in it
ÁServer assigns the authority of a group to a client, 

that client becomes authority of all objects in that 
group
ÁObject whose authority is independent of other 

objects will be in its own group
ÁAuthority groups are useful when two or more objects 

should be updated by the same client
ǐAll bots are usually in same authority group because of the 

job system and nav reservations
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ÁUsually used for things that need periodic updates
ÁPosition changes for a moby, state changes for a bot

ÁServer will take update and forward it to clients
ÁSent only by the authority, client-side logic usually 

comprises
Á#ÈÅÃË ÉÆ ×ÅȭÒÅ ÔÈÅ ÁÕÔÈÏÒÉÔÙ

ÁIf so, run some logic to determine changes that need to be 
made (e.g. move position 1 meter)

ÁSend changes to server
Á If a non-authority sends an update, the server will 

discard it



ÁExample: Burning Car

ÁCar has object id = 1

ÁStarts with 100 health

ÁHealth is reduced by 10 points per second
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ÁProblem: what happens if the client sending 
the change loses authority

ÁServer will reject health change to 90 since they 
are no longer the authority

ÁBut locally, the client has already changed health 
to 90, leaving them in an inconsistent state with 
other clients



ÁSolution: only send change requests to the 
server without modifying any local state

ÁAuthority sees the car has 100 health, knows that 
it should be 90 and sends change to server

ÁServer gets message, changes health to 90, 
forwards change back to all clients, including 
authority

ÁIf authority changes, server will reject change but 
all clients remain consistent
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ÁProblem: multiple updates are not queued 
properly
ÁAuthority sees car has 100 health, deducts 10 points, 

sends request to server to change it to 90

Á1 second later, server has not responded with change 
yet, so the authority still sees 100 health

ÁServer finally sees first update, changes health to 90 
and forwards it to clients

ÁServer then sees second update, changes health to 90 
and forwards it to clients

ÁHealth gets set to 90 instead of 80



ÁSolution: maintain second copy of each field 
on the client, known as the server copy

ÁServer copy of a field contains the change that 
was last sent to the server

ÁWhen a non-authority client receives an update, 
their server copy is overwritten with the change as 
well

ÁRegular game logic still relies on regular copy
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Server
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Health = 90

Server Copy Health = 80

Client 2
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ÁA client can send an eventon an object to 
request a change to it

ÁAny player can damage a bot ɀdamage messages 
are events

ÁAny player can pick up a weapon ɀpickup 
requests are events



ÁEvents routed though server

ÁClient 1 sends eventto server on object

ÁServer determines authority of object

ÁServer forwards event to authority

ÁAuthority handles event and sends a response
that contains state changes on the object

ÁResponses are similar to updates


